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WE PREVENT WE PROTECT WE PROVIDE

&/ EyeQ Dot Net Pvt. Ltd

INDIA'S LEADING CYBER SECURITY COMPANY

ABOUT US:

EyeQ Dot Net

At EyeQ Dot Net, we are a premier cybersecurity and risk advisory company committed
to providing exceptional cybersecurity services that enhance customer safety, drive
innovation, and positively impact our community and environment. With over 25 man
years of experience serving clients worldwide across diverse industries such as banking
and finance, healthcare, government, and more, our focus on effective, affordable

services, adherence to industry standards, and commitment to customer satisfact
sets us apart as a trusted leader in cybersecurity.

We are proud to pioneer innovations, expand our international presence, ang
high retention rates and client satisfaction.



EyeQ Dot Net offers Cyber Security, Strategic Consulting, Risk Advisory, Information

Assurance, Technology, and Cyber Risk Services to clients worldwide.




Services Offerings

GOVERNANCE, RISK & COMPLIANCE

4

ISO 27001:2022 (ISMS)

SOC 2 Type Il (Service Organization Compliance)

PCIDSS & PA DSS

NIST Cyber Security Framework (CSF)

IT General Controls (ITGC) / IT Application Controls (ITAC)
IT Risk Assessment

MPA Content Security Program

Assessment of Social Media Accounts

ISO 27701:2019 (Privacy Information Management System)
GDPR (General Data Protection Regulation)

CCPA (California Consumer Privacy Act)

PDPA (Personal Data Protection Act)

NIST 800-82

REGULATORY COMPLIANCES

@

RBI Cyber Security Compliance

IRDAI Cyber Security Compliance

SEBI Cyber Security and Cyber Resilience Framework

System Audit Report for Data Localization (SAR Audit)

VSCC Certificate for SBI - Vendor Site Compliance Certificate
UIDAI - AUA KUA Compliance Security Audit

ISNP Security Audit

RBI Guidelines for Payment Aggregators and Payment Gateways
RBI - Cyber Security Framework for Urban Cooperative Banks
RBI - Cyber Security Framework in Banks

RBI-Storage of Payment System Data

RBI-Master Direction - Information Technology Framework for the
NBFC Sector

ISA 99/IEC 62443-2.1, 3.2, 3.3 RBI-Master Direction on Information Technology Governance, Risk,
loT Security Controls, and Assurance Practices
RBI-Payment Aggregator and Gateway Audit
CISA Audit
DIGITAL FORENSICS & INCIDENT RESPONSE STRATEGIC CONSULTING

Forensics Technology Services
Fraud Management

Ransomware

Business Email Compromise (BEC)
Data Breach Investigation

IPR Theft

@ @

e Virtual Information Security Office (VISO)

e Security Technology Identification and
Implementation

e Managed Compliance Service Provider

e Vendor Risk Management / Third Party Risk
Assessment

e Cyber Risk Insurance

SECURITY ASSESSMENT
@

e Vulnerability Assessment

e Penetration Testing

e Web Application Security Assessment
e Mobile Application Testing

e Network Security Assessment

e Security Code Review

e Robot Penetration Testing

e Cloud Security Assessment

TRAINING & AWARENESS
@

e Cybersecurity Training for Professionals

e Cyber Awareness Training for Employees

» Phishing Simulation | Social Engineering
simulation

e Awareness Campaigns

DATA LOSS PREVENTION (DLP)

@

Sensitive Data Discovery and Classification
Real-Time Data Monitoring and Control
Data Encryption and Access Control
Insider Threat Detection and Prevention
Regulatory Compliance Enforcement



Global Impact of Cyber Crime

According to IBM Cost of a Data Breach Report 2023, the Global Average Cost of a Data
Breach in 2023 was USD 4.45 Million, a 15% Increase over 3 Years.

Italy
3.42 Million

United Kingdom
3.3 Million

France
20.49 Million

Russia
78.36 Million

China
2.64 Million

Taiwan
4.05 Million

Spain
7.82 Million

USA
96.75 Million

Brazil
3.26 Million

Australia
3.54 Million

'India

5.34 Million

Number of accounts Exposed in Data Breaches Worldwide in 2023 According to Statista



Mohammed Sheik Nihal Abubakkar Siddiq

Chief Executive Officer Managing Director
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Experience Across Various Framework

Experience Across Various Framework & GRC Functions in
Auditing & Implementation

Our team Possesses one or more of the Following
Certifications.
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OUR CLIENTS
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Recognition

List of companies we have reported security issues and received recognition for the report:
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0 Head Office: 4th Floor, Kankanady New Gate building,
Kankanady, Mangalore, Karnataka, India- 575002

¢

0 Branch Office: 1st floor, Smart Tower, Jyoti Circle,
Bendoor, Mangaluru, Karnataka 575001

9 click@eyeqdotnet.com

www.eyeqdotnet.com

O 919035148447 | +9191480 81018
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